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QUESTION 15
What does DHCP snooping MAC verification do?

A.    Drops DHCP release packets on untrusted ports
B.    Drops DHCP packets with no relay agent information (option 82) on untrusted ports
C.    Drops DHCP offer packets on untrusted ports
D.    Drops DHCP packets on untrusted ports when the client hardware address does not match the source MAC address



Answer: C

QUESTION 16
Which statement correctly describes the guest portal behavior on FortiAuthenticator?

A.    Sponsored accounts cannot authenticate using guest portals.
B.    FortiAuthenticator uses POST parameters and a RADIUS client configuration to map the request to a guest portal for authentication.
C.    All guest accounts must be activated using SMS or email activation codes.
D.    All self-registered and sponsored accounts are listed on the local Users GUI page on FortiAuthenticator.

Answer: A

QUESTION 17
Examine the sections of the configuration shown in the following output;
  
What action will the FortiGate take when using OCSP certificate validation?

A.    FortiGate will reject the certificate if the OCSP server replies that the certificate is unknown.
B.    FortiGate will use the OCSP server 10.0.1.150 even when the OCSP URL field in the user certificate contains a different OCSP server IP address.
C.    FortiGate will use the OCSP server 10.0.1.150 even when there is a different OCSP IP address in the ocsp-override-server option under config user peer.
D.    FortiGate will invalidate the certificate if the OSCP server is unavailable.

Answer: C

QUESTION 18
Refer to the exhibit.
  
Examine the partial debug output shown in the exhibit. Which two statements about the debug output are true? (Choose two.)

A.    The connection to the LDAP server timed out.
B.    The user authenticated successfully.
C.    The LDAP server is configured to use regular bind.
D.    The debug output shows multiple user authentications.

Answer: AD

QUESTION 19
Refer to the exhibit.
  
The exhibit shows a network topology and SSID settings. FortiGate is configured to use an external captive portal. However, wireless users are not able to see the captive portal login page.
Which configuration change should the administrator make to fix the problem?

A.    Create a firewall policy to allow traffic from the Guest SSID to FortiAuthenticator and Windows AD devices.
B.    Enable the captive-portal-exempt option in the firewall policy with the ID 10.
C.    Remove guest.portal user group in the firewall policy.
D.    FortiAuthenticator and WindowsAD address objects should be added as exempt sources.

Answer: C

QUESTION 20
Which CLI command should an administrator use to view the certificate validation process in real- time?

A.    diagnose debug application certd -1
B.    diagnose debug application fnbamd -1
C.    diagnose debug application authd -1
D.    diagnose debug application foauthd -1

Answer: A

QUESTION 21
Refer to the exhibit.
  
The exhibit shows two FortiGate devices in active-passive HA mode, including four FortiSwitch devices connected to a ring.
Which two configurations are required to deploy this network topology” (Choose two.)

A.    Configure link aggregation interfaces on the FortiLink interfaces.
B.    Configure the trunk interfaces on the FortiSwitch devices as MCLAG-ISL.
C.    Enable f ortilink-split-interf ace on the FortiLink interfaces.
D.    Enable STP on the FortiGate interfaces.

Answer: B

QUESTION 22
Refer to the exhibit.
  
Examine the output of the debug command and port configuration shown in the exhibit. FortiGate learned the MAC address 78:2b:cb:d8:36:68 dynamically. What action does FortiSwitch take if there is an untagged frame coming to port1 will different MAC address?

A.    The frame is accepted and assigned to the quarantine VLAN
B.    The frame is accepted and FortiSwitch will update its mac address table with the new MAC address.
C.    The frame is dropped.
D.    The frame is accepted and assigned to the user VLAN.

Answer: B

QUESTION 23
Which step can be taken to ensure that only FortiAP devices receive IP addresses from a DHCP server on FortiGate?

A.    Change the interface addressing mode to FortiAP devices.
B.    Create a reservation list in the DHCP server settings.
C.    Configure a VCI string value of FortiAP in the DHCP server settings.
D.    Use DHCP option 138 to assign IPs to FortiAP devices.

Answer: C

QUESTION 24
Refer to the exhibit.
  
In the WTP profile configuration shown in the exhibit, the AP profile is assigned to two FAP-320 APs that are installed in an open plan office.
The first AP has 32 clients associated to the 5GHz radios and 22 clients associated to the 2.4GHz radio.
The second AP has 12 clients associated to the 5GHz radios and 20 clients associated to the 2.4GHz radio.
A dual band-capable client enters the office near the first AP and the first AP measures the new client at -33 dBm signal strength. The second AP measures the new client at – 4 3 dBm signal strength. If the new client attempts to connect to the corporate wireless network, to which AP radio will the client be associated?

A.    The second AP 5GHz interface.
B.    The first AP 2.4GHz interface.
C.    The first AP 5GHz interface.
D.    The second AP 2.4GHz interface.

Answer: A

QUESTION 25
An administrator is deploying APs that are connecting over an IPsec network. All APs have been configured to connect to FortiGate manually. FortiGate can discover the APs and authorize them. However, FortiGate is unable to establish CAPWAP tunnels to manage the APs. Which configuration setting can the administrator perform to resolve the problem?

A.    Decrease the CAPWAP tunnel MTU size for APs to prevent fragmentation.
B.    Enable CAPWAP administrative access on the IPsec interface.
C.    Upgrade the FortiAP firmware image to ensure compatibility with the FortiOS version.
D.    Assign a custom AP profile for the remote APs with the set mpls-connection option enabled.

Answer: C

QUESTION 26
Refer to the exhibit.
  
Examine the packet capture shown in the exhibit, which contains a RADIUS access request packet sent by FortiSwitch to a RADIUS server.
Why does the User-Name field in the RADIUS access request packet contain a MAC address?

A.    The FortiSwitch interface is configured for 802 IX port authentication with MAC address bypass, and the connected device does not support 802.1X.
B.    FortiSwitch authenticates itself using its MAC address as the user name.
C.    The connected device is doing machine authentication
D.    FortiSwitch is replying to an access challenge packet sent by the RADIUS server and requesting the client MAC address.

Answer: A
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