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QUESTION 72
An engineer has enabled Cisco Centralized Key Management on a WLAN with local and FlexConnect mode APs. The engineer notices that Cisco CKM is not working for the FlexConnect APs when looking at roaming, but is working for local mode APs. Which change is needed on the controller for Cisco CKM to work for the FlexConnect APs?



A.    Place APs in FlexConnect group.
B.    Enable FlexConnect Central Assoc.
C.    Use local authentication.
D.    Configure VLAN-based central switching.



Answer: A
Explanation:
https://www.cisco.com/c/en/us/td/docs/wireless/controller/8-1/Enterprise-Mobility-8-1-Design-Guide/Enterprise_Mobility_8-1_Deployment_Guide/ch7_HREA.html



QUESTION 73
A network administrator has had issues with clients giving out their username and password to other employees to authenticate to the internal wireless SSID. Which 802.1x authentication stops users from being able to share credentials?



A.    EAP-TLS
B.    EAP-MSCHAPv2
C.    LEAP
D.    EAP-FAST



Answer: A



QUESTION 74
In a Cisco controller-based wireless network that supports workgroup bridges, what is the maximum amount of wired client connections supported on a workgroup bridge?



A.    25
B.    20
C.    35
D.    30



Answer: B
Explanation:
https://www.cisco.com/c/en/us/td/docs/wireless/controller/7-4/configuration/guides/consolidated/ b_cg74_CONSOLIDATED/b_cg74_CONSOLIDATED_chapter_01110001.html



QUESTION 75
A company has a small open plan office with 400 user devices. You have implemented a high-density deployment of Cisco Aironet 3600 Access Points with an AC radio module installed. After performing a post wireless survey you notice a high amount of channel utilization and co-channel interference of the 5GHz band.
You decide to implement RxSOP using the pre-created threshold templates on the Cisco WLC and set it to HIGH. You perform another survey and the results are the same as before.
Which description of the issue is true?



A.    CleanAir is not enabled.
B.    Enable high density on the 5 Ghz band.
C.    You must use external patch antennas.
D.    RxSOP is not supported on a third luggable radio module on a Cisco Aironet 3600 AP.



Answer: D
Explanation:
https://www.cisco.com/c/en/us/td/docs/wireless/controller/8-3/config-guide/b_cg83/b_cg83_chapter_011100.html



QUESTION 76
Which protocol/port number is used by mDNS for service advertisement?



A.    TCP 5353
B.    UDP 53
C.    UDP 5353
D.    TCP 53



Answer: C



QUESTION 77
Which command do you use to ensure that a workgroup bridge can associate and communicate with a non-Cisco AP?



A.    AP(config-if)# ssid Corporate
AP(config-ssid)# infrastructure-ssid
B.    AP(config-if)# mobile station ignore neighbor-list
C.    AP(config-if)# station-role workgroup-bridge universal
D.    AP(config-if)# station-role workgroup-bridge multicast mode infrastructure



Answer: A
Explanation:
https://www.cisco.com/c/en/us/td/docs/wireless/access_point/12-4_3g_JA/configuration/guide/ios1243gjaconfigguide/s43hot.html



QUESTION 78
Five identical APs at a branch office must be upgraded. You consider using the FlexConnect AP Upgrade feature. Which two statements about this feature are true? (Choose two.)



A.    All APs download the upgrade image over the WAN link at the same time.
B.    A slave AP eventually downloads the image from the WLC, if the master AP is unavailable.
C.    Full images are downloaded to each AP over the WAN link, but only when no client activity is seen on the AP.
D.    Only one AP downloaded the upgrade image over the WAN link.
E.    All APs downloaded the upgrade image from the WLC using the pre-image download feature.



Answer: DE
Explanation:
https://www.cisco.com/c/en/us/td/docs/wireless/controller/7-4/configuration/guides/consolidated/b_cg74_CONSOLIDATED/b_cg74_CONSOLIDATED_chapter_010 010001.html



QUESTION 79
A customer wants to restrict the number of SSIDs being offered in a specific location, but with a single WLC enterprise wide. The customer is enabled to delete the SSIDs globally without impacting users at other sites.
Which action fulfills this requirement?



A.    Configure a FlexConnect group for the specified location and add the location APs to the group.
B.    Add an AP group for the specified location and add the location APs to the group.
C.    Change the WLAN ID of the desired SSIDs to greater than 16 and then disable them.
D.    Apply an access control list to restrict access at the specified location.



Answer: B



QUESTION 80
An engineer has installed a new voice WLAN. Which three configurations would the engineer verify for QoS on the controller? (Choose three.)



A.    client load balancing
B.    DHCP address assignment required
C.    Platinum QoS for the VoWLAN
D.    IEEE 802.1X and Cisco Centralized Key Management
E.    WMM allowed
F.    client band select



Answer: ACE
Explanation:
https://www.cisco.com/c/en/us/td/docs/wireless/controller/8-3/config-guide/b_cg83/b_cg83_chapter_0100010.pdf



QUESTION 81
Which feature must be configured on Cisco WLC to prioritize multicast traffic over a wireless network?



A.    client link
B.    mDNS
C.    client band select
D.    media stream



Answer: B



QUESTION 82
Which three fields are required when creating a new NetFlow Exporter? (Choose three.)



A.    IP address
B.    AP group
C.    WLAN ID
D.    port number
E.    SSID
F.    exporter name



Answer: ADF
Explanation:
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/fnetflow/configuration/15-mt/fnf-15-mt-book/cfgde-fnflow-exprts.html
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